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TO: Lehman Students
FROM: Peter O. Nwosu, Provost and Senior Vice President for Academic Affairs and Student Success
SUBJECT: UNICEF Scam Email Alert
DATE: April 10, 2020

Dear Lehman Students-

We want you to know that email scams are targeting Lehman students. These include emails about fake
“UNICEF stay at home jobs,” as well as fraudulent email from health experts. Do not click links or download
attachments in these emails. If you do click on any links or have downloaded any documents, change your
email password immediately and report the email to help.desk@lehman.cuny.edu.

Some fraudulent stay at home job offers may appear to come from a current or former Lehman student.
Please do not respond. If you do, your email account may be hijacked and generate spam messages to other
students.

Avoid these scams and protect yourself by using these tips:

° Do not respond to emails that offer stay-at-home jobs.

° Do not respond to offers that require you to pay a fee or contribute to a cause.

° Do not open attachments or click links from senders you don't recognize.

° Do not provide your username, password, date of birth, social security number, financial data, or
any other personal information in response to an email or phone call.

° Verify the web address of legitimate websites and type them into your browser.

° Make sure that your virus protection software is up-to-date.

° Report fraudulent email to help.desk@lehman.cuny.edu

. Stay informed at http://lehman.edu/coronavirus/

Thank you for your cooperation and best wishes. Please continue to stay well and keep safe.

-P
Peter O. Nwosu, Ph.D.
Provost and Senior Vice President for Academic Affairs and Student Success
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