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Configuring Windows 7 for the new wireless network

From the task bar select the “show hidden icon” button.
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Customize...

Click on “Open Network and Sharing Center” at the bottom of the window.
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Click on “Manage wireless networks” from the menu on the left side of the screen.

3 e T— — =
M 5% v Control Panel » Al Control Panclems » Network and Sharing Center x| 43 ) Seormh Con.. £
Eile [Edit Miew Tock Help
L]
trol Panel Hi " " . " "
Senholfans o View your basic network information and set up connections
- . B ~ See full map
T e B —x— @
Change acapterettings RBORGLA Unidentified nebwork Internet
cha_nge advanced sharting (This computer)
e View your active networks. Connect or drsconnect
Accesstype No network access
Unidentified network Connections: § Vhiware Network Adspter
Viinetl
N Fublic netyork @ Vhware Network Adapter
Viinag
I
Change your networking settings
'§| Set up 2 new connestion or netwerdk
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up & router or access paint.
W Seestso
‘Akainsi NefSesiion Inlasfaca W Comnectto s netuork
M Control Panel 32-bit) Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
I
HomeGroup
| i “ Choose homegroup and sharing aptions
QI oo Accest files and printers located on other network computers, or change sharing settings.
| Intemet Options
|| Lenovo - GPS F:_ﬂ] Troublechoot probiems
M Windows Firewsil T Diagnose snd repair network problems, ef get traubleshoeting infermatian,
|

Select “Add”
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Manage wireless netwarks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

properties  Profile types  Network and Sharing Center L]
| B
Networks you can view (1) -

Nebworics you can view, modify, and receder (27} -

] 28 items
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Select “Manually create a network profile”
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@ ! Manually connect to a wireless. nehnnﬁ -

) How do you want to add a network?

ASs Manually create a network profile
== This creates a new network profile or locates an existing network and saves a profile
] for the network on your computer. You need to know the network name (SSID) and
! : security key (if applicable).

..Jr‘ll Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection
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Fill in the following (as shown):

Network name: lehman_college
Security type: WPAZ2-Enterprise
Encryption: AES

Check the box for “Start this connection automatically”

Click “Next”
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@ ! Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: I lehman_college I
Security type:
Encryption type:
i
Security Key: | Hide characters
I [¥] Start this connection automatically I
l [7] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,
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Click on “Change connection settings
[ = = B
L;) 2! Manually connect to a wireless network
Successfully added lehman_college
< Change connection settings
Open the connection properties so that I can change the settings.
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Click the security tab at the top of the page and then select the “Settings” button in the center-
right of the window.
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lehman_college Wireless Network Properties L g

Connectiorl Security I

Security type: [wraz-Enterprise -

Encryption type: [aEs -

Choose a network authentication method:
[Microscﬂ: FProtected EAF {(FEAF) - ]I Settings u

Remember my credentals for this connection each
time I'm logged on

[ Advanced settings ]

ok ) [ canca ]

Uncheck the “Validate server certificate” box at the top of the screen.

Select “Configure” in the lower right corner.
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Protected EAP Properties e

When connecting:

Connect to these servers:

Trusted Ro

=

[] America Online Root Certification Authority 1 [
[] ealtimore CyberTrust Root

[] BWCG-SCE. tesny.com

[] certum ca

[] class 3 Public Primary Certification Authority

[ conp-SSL-VPM-COMA.starwoodhotels. com.ugin2g
1|

m |

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) ~ | I P I
[¥] Enable Fast Reconnect

[] Enforce Metwork Access Protection

[ Disconnect if server does not present aryptobinding TLY
[] Enable Identity Privacy
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Uncheck the “Automatically use my windows logon name and password “
Click “OK”
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EAP MSCHAPv2 Properties o

When connecting:

m; omatically use my Windows logon name and
password (and domain if ary).

Select the “Advanced Settings” button.
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lehman_college Wireless Metwork Properties u

Security

Security type: [wPaz-Enterprise -|

Encryption type: [n.ES - ]

Choose a network authentication method:

[Microsoft: Protected EAP (PEAR) -] [ Settings ]

Remember my credentials for this connection each
time I'm logged on

E Advanced settings ’I

b

Place a check in the “Specify authentication mode” box
Click on the drop down menu and select “User authentication” and “OK”
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802. 1% settings | 802. 11 settings |

Specfy authentcaton mode:

I User authentication bl ]I [ Sawe credentals ]

Delete credentials for all users

] Enable single sign on for this network

@) Perform immediately before user logon

Perform immediately after user logon

Maxirmurm delay (seconds)h: 10 =

Allow additional dialogs to be displayed during single
sign on

This network uses separate wirtual LAMNs for machine
and user authentcaton

I Ok ] [ Cancel

Enter your Lehman ID Username and Password and click “OK”
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Windows Security S
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Metwork Authentication

Please enter user credentials

| .
| User name

-
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Your Windows 7 computer is now connected to the wireless network

To reconnect at a later time

From the task bar select the “show hidden icon” button.
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Select the Network Icon.
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Customize...

Find the “lehman_college” SSID in the list and click on it once.
Select “Connect”

Wireless Metwork Connection -~

lowoip

=

lehman_ccllege

[W] Connect automatically

Ly
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O pen Metwork and Sharing Center

You will be prompted to enter your Lehman Username and Password and click “OK”

[ Bl
Windows Security o ——— g
Network Authentication
Please enter user credentials
—
‘ User name
|

Verify you are connected to the lehman_college SSID

Select the Network Icon.
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Currently connected to: s -

MNetwork 21
Internet access

. lehman_college
. Internet access

Unidentified network
Mo network access

m

Wireless Metwork Connection -

lehman_college Connected _, ]ﬂ

Open Metwork and Sharing Center

Should you have any questions, please feel free to contact the Help Desk by phone at (718) 960-
1111, by email at help.desk@lehman.cuny.edu or Carman Hall in room 108.
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