Knowledge Article: Lehman VPN MFA User Documentation for Windows

Introduction:

This article provides step-by-step instructions on how to set up a VPN (virtual private network)
connection at Lehman College effective 12/21/2023. VPN allows users to securely connect to a private
network from a public network. In this case Lehman faculty and staff can connect to the Lehman
Network from anywhere. This allows them access resources that are regularly not available from off
campus.

Objective:

To guide users through the process of successfully using Palo Alto Global Protect VPN which includes (1)
setting up Multi-Factor Authentication or MFA, (l1) installing the VPN client, if you have not done so
yet, (lll) VPN client settings for first-time users, and (V) using VPN with MFA.

Procedure:

. SetUp MFA

1. After reviewing the video and detailed step by step guide be found at here, go to CUNY MFA
Self-Service to register your account and you set up an authenticator. MFA registration is a
one-time process.

Il. Install the Palo Alto VPN Client

1. If you already have the VPN client installed, please go to step section lll.

2. If you have not installed the Palo Alto VPN client, you must download the VPN client. This step
only needs to be done once.

3. Onany web browser navigate to https://remote.lehman.edu/ and log in with your Lehman
Account username and password (same credentials used for Lehman360 and Wireless).
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4.

Once authenticated, you will be presented with 3 download links. Select the link that matches
the with your operating system.
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Download Windows 32 bit GlobalProtect agent

Download W bit GlobalProtect agent

Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

Once the installer downloads. Double click to install. Note: Administrative privileges are
required to install the software on your computer. Typically, you need to install a VPN on your
laptop to be able to access the Lehman network.

==_GlobalProtect64 (1).msi
A GlobalProtect - X

Select Installation Folder
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The installer will install GlobalProtect to the following folder.

To install in this folder, click "Next". To install to a different folder, enter it below or click
"Browse".

Eolder:
C:\Program FilesiPalo Altoe Networks\GlobalProtecty Browse...

Disk Cost...
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and install Windows 64 bit GlobalProtect
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6. Follow the steps in the install wizard to complete the installation.

& (3 B nhipsiiremotelehman.edu/globsl-protect/getsottwarepage esp Y o+ @+ B
Downloads Bl Qe s

= GlabilProtecté (1ms
C]

Installation Complete
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Plaase use Windows Update la sheck for any crlical updates lo the NET Framework.
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and install Windows 64 bit GlobalProtect

a
Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent

lll. Get Global Protect VPN Client Settings for First-Time Windows Users

1. Due to a known software issue, Windows users connecting for the first time must first log in to
fixremote.lehman.edu to get the updated Global Protect VPN client settings using your

Lehman Account username and password (same credentials used for Lehman360 and
Wireless).

2. Open the app and type fixremote.lehman.edu as the portal address and click on Connect.
3. Disconnect and go to section IV “Connect to the Global Protect VPN Client.”
IV.  Connect to the Global Protect VPN Client

1. Open the app and type remote.lehman.edu as the portal address and click on Connect.
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2.  Your default browser should take you to the CUNY login page. Log in with your CUNY login
credentials.

[«

CUNY Login

Log in with your CUNY Login credentials
If you do not have a CUNYfirst account, see the EAQs

Username

[ first.last99@login.cuny.edu

Password

New User | Forgot Username | Forgot Password | Manage your Account

3. A window is displayed prompting you to choose your MFA login method from the displayed list
of Mobile Authenticator devices. Click on the “Enter OTP from device CUNY Remote” link.

Choose a method to login. @ ] Remember

Choice

E Mobile Authenticator - TOTP

Enter OTP from device CUNY Remote

Not JONATHAN.FROST61@login.cuny.edu? Click Here
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DO NOT TOGGLE THE “Remember Choice” option located on the right upper corner of the image
above. Selecting this option breaks the system functionality, if you do not have more than one
authenticator configured.

4. Enter the One-Time Password generated by the authenticator you configured in Section |,
most likely the Microsoft Authenticator.

Verify

Retum to All Options

Not NATHAN.TROST 11@lcgin.cuny.edu? Click Here

5. Once the OTP is entered correctly, your Global Protect VPN Client will prompt for your Lehman
Account username and password (same credentials used for Lehman360 and Wireless) and
click on connect.

59

Log in using your Lehman Account
username and password.

Username
‘ﬁrst.last ‘
Password
l CL L L L L L L |

Cancel

If the connection is successful, the status will say “Connected” as displayed below. At this point you
should be able to access Lehman resources just as if you were on campus
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Connected

remote.lehman.e...
Best Available Gateway

Disconnect

Please contact the IT Center Help Desk (Carman Hall 108 or (718) 960-1111 or

help.desk@Lehman.cuny.edu if further assistance is needed.
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